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ABSTRACT
Sundersingh, Daniel. M.S.Egr., Department of Electrical Engineering, Wright State University,
2010. Frequency Domain Processing Based Chaos Communication for Cognitive Radio.
Chaotic systems are deterministic non-linear dynamical systems which have intrinsic
properties such as: irregularity, aperiodicity, and are impossible to predict over long peri-
ods of time. Cognitive radio on the other hand, has emerged recently as a powerful means
to tackle the spectrum congestion problem. The goal of this thesis is to combine the bene-
fits of the chaos communication system with the cognitive radio to create a robust, highly
secure, flexible chaotic cognitive radio system. We first begin with a short survey of chaotic
communication and cognitive radio technology. Then we compare chaotic waveforms to
other conventional PN sequences and show its superiority in security and multiuser capa-
bilities. We then propose a novel frequency domain based chaos communication system
that is capable of operating over multiple non-contiguous frequency bands. Furthermore,
we analyze the performance of this system in different channel models and in multiuser
scenarios. Finally, we implement carrier-interferometry sequences along with the chaos
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Chaos communication has been studied over the last two decades as a system that can
improve the security of the transmitted signal. Chaos can be defined as an aperiodic long-
term behavior in a deterministic system that exhibits sensitive dependence on initial con-
ditions [1] . Chaotic systems are derived from non-linear dynamical systems and have
intrinsic features such as: irregularity, aperiodicity, and are impossible to predict over long
periods of time. These features provide chaos communication systems with unique advan-
tages including: low power spectral density, mitigation to multi-path fading as well as high
security and anti-jamming capabilities [2] [3] [4] [5].
Chaos theory has been established since the 1970s from many different research areas,
such as physics, mathematics, and biology etc. Chaos is an aperiodic long-term behavior
in a deterministic system that exhibits sensitive dependence on initial conditions. More
specifically, the Aperiodic long term behavior indicates that the systems trajectory in phase
space does not settle down to any fixed points, periodic orbits, or quasi periodic solutions
as time tends to infinity. These systems are also deterministic, meaning that there are no
probabilistic parameters in the system. Finally, the most unique feature of chaotic systems
is their sensitive dependence on initial conditions. This means that trajectories originating
from very nearly identical initial conditions will diverge exponentially quickly. Over the
last two decades there has been much interest in utilizing chaos theory in telecommunica-
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tion systems. Since chaotic systems are generated from deterministic systems, appear to be
noise-like and are sensitive to initial conditions, telecommunication systems that require a
high level of security have been developed using chaotic signals. Chaotic waveforms which
are generated from chaotic non-linear dynamical systems are inherently wideband in nature
and perfect candidates for spreading narrowband signals. Therefore, using chaotic signals
to spread our data signal, results in a spread-spectrum signal that has a larger bandwidth
and lower power spectral density. To understand how chaotic signals are generated, it suf-
fices to understand discrete-time representations of dynamical systems. More specifically,
when a system is described in discrete-time, its state-variables are sampled at fixed time
intervals and its dynamics are described by an iterative function which expresses the state
variables at one sampling instant in terms of those at the previous sampling instant, i.e.,
xn = f(xn−1, ), where xn is the vector of state variables sampled at the nth sampling in-
stant, f(.) is the iterative function that describes the dynamics of the system, and is the
vector of parameters that affects the system dynamics.
Figure 1.1 shows a simple overview of chaos shift keying (CSK) digital communica-
tion system. The system works as follows. The transmitter consists of two chaos generators
f and g, producing signals ĉ(t) and c̆(t) respectively. If a binary +1, ĉ(t) is to be sent , is
transmitted and if -1, c̆(t) is to be sent, is transmitted. On the receiver end, the exact same
chaotic signals are replicated by just knowing the initial conditions used to generate f and
g. Then the incoming signals are correlated with the replica chaotic signals at the receiver
to make a decision on the transmitted bit. This system can also be considered a CDMA-
BPSK system using chaos-based spreading sequence. There are many benefits of using
chaotic signals in communications systems. We mentioned earlier that chaotic signals have
random, noise-like behavior and broad-band power spectra. Thus by embedding data in-
formation in these signals, it is possible to increase the security of the signals substantially.
Since chaotic signals are broadband signals, they inherit the conventional advantages of
spread spectrum signals such as low probability of interception, anti-jamming, mitigation
2
Figure 1.1: Chaos Communication System
of multipath fading etc. Also, chaotic signals are easy to generate and theoretically infinite
in quantity, thus providing a low-cost solution to spread-spectrum communications.
1.2 Cognitive Radio
Cognitive radio has emerged recently as a powerful means to tackle the spectrum conges-
tion problem. A cognitive radio transceiver is aware of its environment and capable of
adapting it RF parameters according to the environment. Figure 1.1 shows the autonomous
adaptive process of a cognitive radio. One of the main focus of research in cognitive radio is
3
Figure 1.2: Cognition cycle of a Cognitive Radio
dynamic spectrum access (DSA). While majority of spectrum has been allocated to differ-
ent users, most of the spectrum is not used efficiently. Recent studies suggest that most of
the allocated spectrum is unused or under-utilized most of the time. To exploit such unused
spectrum, an overlay cognitive radio can improve the spectrum efficiency by transmitting
over spectrum holes without causing harmful interference to the primary users [6] [7] [8].
It is highly desired to combine the benefits of the chaos communication system with
the cognitive radio to create a robust, highly secure, flexible chaotic cognitive radio system.
However, current chaos communication systems employ time domain generated chaotic
signals. Such chaotic signals occupy one single contiguous frequency band, making it
4
impossible to exploit the non-contiguous nature of spectrum holes available in a cognitive
radio and DSA scenario.
5
Chaos vs. Conventional PN
The application of chaos to direct-sequence spread spectrum was reported by Heidari-
Bateni and McGillem in 1992. The basic principle called to replace conventional PN
sequences such as m-sequences or Gold sequences by chaotic sequences generated by a
discrete-time non-linear map. It has been shown that chaotic sequences have comparable
auto-correlation and cross-correlation properties and superior bit-error rate performances
in multiuser communication than conventional PN sequences. There are also several prop-
erties of chaotic sequences that make them superior to conventional sequences. Firstly,
conventional PN sequences are generated by linear feedback shift registers (LFSRs). This
makes these codes much easier to decipher once a short set of bits from the sequence is
known. Chaotic sequences on the other hand are considered very secure because of its ape-
riodicity and unique property of high sensitivity to initial conditions. Secondly, for a given
m-stage LFSR, there is a limit to the maximum number of sequences that can be generated.
However, with the large number of chaotic maps available and the fact that changing the
initial conditions, generates a completely new sequence, there are theoretically an infinite
number of chaotic sequences that can be generated. We can conclude that when our pri-
mary design considerations are security, simple implementation, and many users required
on the communication system, chaotic sequences are definitely the better choice over con-
ventional PN sequences [9] [10] [11].
Now that we have given a brief overview of chaotic spreading sequences, we will
compare them with two other well known spreading sequences. M-sequences and Gold
6
sequences are the most popular conventional spreading sequences in spread spectrum sys-
tems. M-sequences, also known as maximum-length sequences are sequences that repeat
every 2n-1, where n is an integer. These sequences can be implemented using shift regis-
ters. Similarly, Gold codes are constructed from a preferred pair of m-sequences, by the
element-by-element multiplication of one m-sequence with every time shift of the second
m-sequence [12] [13].
2.1 Auto-Correlation
One of the most important characteristics of PN sequences is its auto-correlation properties.
At the receiver, the received signal is mixed with a locally generated PN sequence. This
must result in maximum auto-correlation, or signal strength at the point of synchronization
for the best decision to be made on the incoming signal.
Figures 2.1 and 2.2 show, the autocorrelation of a 31-bit m-sequence and Gold codes
respectively. Figure 2.3 shows the autocorrelation of a L = 31 chaotic sequence. M-
sequences are said to have very good autocorrelation properties because of their balance
property, which means that the sequence will have exactly one more high bit than low bit.
This is the closest a sequence consisting of an odd number of 1 s can get to a zero average.
The autocorrelation is given as N when the time lag is 0 and given as -1/N at all other times.
Gold sequences can be unbalanced and thus causing some spikes in their autocorrelation
properties. The table below shows the correlation bounds of the non-zero lags of the auto-
correlation. We can notice that the auto-correlation bounds are comparable between the
Gold sequence and chaotic sequence given in Figure 2.3.
Mean Max Bounds
m-sequence 5.22e-4 1 [0,-0.09]
Gold 0.0259 1 [0.23,-0.21]
Chaos 5.28e-4 1 [0.21,-0.24]
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Figure 2.1: Auto Correlation of m sequence
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Figure 2.2: Auto Correlation of Gold sequence
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Figure 2.3: Auto Correlation of Chaos sequence
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2.2 Cross-Correlation
Another desired property in PN sequences is minimum cross-correlation. In a spread-
spectrum system with multiple users, when the received signal is mixed with the locally
generated PN sequence, it must result in minimum signal strength. This would ensure
the receiver would be able to differentiate between the transmitted PN sequence, and PN
sequences of other users.
Figures 2.4,2.5 and 2.6 show the cross correlation of m-sequences, Gold and Chaos
sequences. We can see from the table below that the cross-correlation bounds are ap-
proximately the same for all three sequences. Studies show that m-sequences have very
bad cross correlation properties. In our simulation we see that the correlation bounds are
about 0.21 and -0.24 for all three sequences. For much longer sequences, Gold codes have
much lower cross-correlation than m-sequences, and chaotic sequences have been known
to achieve much lower cross-correlation bounds than Gold codes [14] [15].
Mean V ar Max Bounds
m-sequence -1.22e-18 0.5328 0.2395 [0.21,-0.24]
Gold -1.47e-18 0.6294 0.3316 [0.31,-0.24]
Chaos -6.82e-19 0.5907 0.3112 [0.29,-0.21]
11





















Figure 2.4: Cross Correlation of m sequences
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Figure 2.5: Cross Correlation of Gold sequences
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Figure 2.6: Cross Correlation of Chaos sequences
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2.3 BER Performance
In digital communication, the bit-error rate (BER) is the number of errors in decoding a
received bit, divided by the number of transmitted bits during a certain time interval. The
errors can be caused due to noise in the channel or interference from other users on the
same channel. The bit error rate is one of the best performance measures in comparing
different communication systems. Following is a comparison of the BERs of conventional
spreading sequences to chaotic spreading sequences. Figure 2.7 and 2.8 show the multiuser
performance of length 31 of these sequences in AWGN Channel. Gold sequences seems to
perform the best, followed by chaotic sequences and finally m-sequences. There seems to
be only about 0.5dB difference between these sequences. If performance is not top priority
but rather security, chaotic sequences seem to be the better choice [16] [17] [18].































m, K = 2
Gold, K = 2
Chaos, K = 2
Figure 2.7: Two-User: Chaos vs. Conventional PN Sequences
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m, K = 3
Gold, K = 3
Chaos, K = 3
Figure 2.8: Three-User: Chaos vs. Conventional PN Sequences
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2.4 Multiuser Capability
N m− sequence Gold Chaos
7 2 9 >>9
15 2 17 >>17
31 6 33 >>33
63 6 65 >>65
127 18 129 >>129
255 16 257 >>257
511 48 513 >>513
We now come to the main advantages of Chaos sequences. The first of these is its
higher multiuser capability. As shown in the table above, m-sequences have certain prop-
erties and only a limited number can be generated given a certain length of the sequence.
Gold Codes have a much greater benefit over m-sequences in the number of possible se-
quences that can be generated. Gold codes are generated by carefully selecting certain
m-sequences that exhibit a criterion of correlation properties. The maximum number of
Gold codes that can be generated for a given length of sequence N is N + 2 sequences.
This is a definite advantage over m-sequences in a multiuser scenario, when many users
are required on the system. On the other hand, Chaos sequences have a far greater amount
of possible sequences that can be generated. Because of its unique property of sensitivity to
initial conditions and a large number of chaotic waveform equations, the number of chaotic
sequence though not infinite, but a much much larger amount compared to m-sequences and
even Gold codes. A drawback of this is that this might increase the interference between
the different users on the system using chaotic sequences.
17
2.5 Security
We finally come to the main advantage of chaotic sequences over conventional PN se-
quences, its high security capability and low probability of interception. When it comes
to security of a system in comparing these 3 spreading sequences, chaotic sequences def-
initely are much more secure than conventional PN sequences. This is mostly because of
their aperiodicity and their inherent feature of sensitivity to initial conditions. Figure 2.9
shows the waveform of a first order chaotic dynamical system known as a Logistic Map.
We can notice from the figure the noise like characteristics of the chaotic signal. Also, we
notice that the signal is bounded within the range [-1, +1]. The figure specifically shows the
unique feature of chaotic signals’ sensitive dependence on initial conditions. Generating
the Logistic Map from two slightly different initial conditions, i.e. (x0 = 0.1, 0.1001) we
can notice that after a few iterations the system diverges exponentially.




















Figure 2.9: Sensitivity to Initial Conditions for Chaos Sequences
The primary reason for choosing chaotic waveform as a means of transmitting data
is the high security of chaos sequences and the low probability of interception of these se-
quences. The fact is that, unless the exact initial condition, and the same chaotic waveform
equation is known to the enemy, it is impossible to recover the signal. In Figure ?? we try
to decode a signal transmitted using a chaotic waveform. The enemy is assumed to have
selected the correct chaotic waveform generator (Logistic Map in this case). Also, the en-
18
emy has been able to guess the initial condition only 10−10 off from the transmitted chaotic
signal. We can see that the enemy is unable to decode the original sequence if he is even
off by an ϵ value of 10−10.





















Initial Condition = .01 + ε = 10−10
Initial Condition = .01
Figure 2.10: High Security Analysis of Chaotic Sequence
We have now compared chaotic spreading sequences to conventional PN sequences
using some key measures including, autocorrelation, cross correlation, BER performance,
security features, and some other measures. Using chaotic sequence for spectral spreading
in a direct-sequence spread-spectrum system has been shown to provide several advantages
over conventional PN sequences. One advantage is the availability of an enormous number
of different sequences of a given length as compared to the maximal length and Gold code
sequences. Generation and regeneration of chaotic sequences is very simple and involves
the storage of only a few parameters and functions even for very long sequences. The in-
19
herent aperiodic and sensitive initial conditions features in chaotic sequences are definitely
properties that can be used to make a system more secure. We can conclude that when
security, simple implementation, and many users required on a MC-CDMA communica-
tion system are primary design considerations, chaotic sequences are definitely the better
choice over conventional PN sequences.
20
Frequency Domain Based Chaos
3.1 Motivation
Figure 3.1: (a)Primary User (b)Traditional Chaos (c) NC Chaos
As mentioned before, cognitive radio technology is a paradigm shift in the wireless
world that is capable of solving the spectrum congestion problem. Consider Figure 3.1(a)
where we have a bandwidth of interest that we are considering to transmit our chaotic
waveform over. Traditional chaotic signals, which are generated in the time domain, 3.1(b)
cover a contiguous bandwidth in the frequency domain, making it incompatible for cog-
21
nitive radio technology. We propose to generate the chaotic waveform in the frequency
domain that can function over multiple non-contiguous frequency bands. By doing this we
will combine the high security benefits of chaos communication systems with the spectral
efficiency capability of cognitive radios
3.2 System Description
Figure 3.2 illustrates the proposed chaos cognitive radio communication system. As shown
in the figure, the binary data b(t) is multiplied with the chaos waveform c(t) before mod-
ulation. At receiver side, a correlator receiver performs correlation of received signal r(t)
with the chaos waveform c(t). The uniqueness of this chaos cognitive radio communication
system is the frequency domain based chaotic waveform generator.
Figure 3.2: Frequency Domain Processing Based Chaos Communication System
Figure 3.3 shows the conceptual model of the frequency domain based chaotic wave-
form generator. To generate the chaotic sequence, we used a discrete-time representation of
22
an iterative function. This chaotic non-linear dynamical system describes its state variables
at one sampling instant in terms of the previous sampling instant, i.e xn = f(xn−1), where
xn is a vector of state variables sampled at the nth sampling instant and f(.) is the iterative
function that describe the behavior of the system. A logistic map is used to generate an N
length chaotic vector −→c = [c1, c2, . . . , cN ]. The equation for the logistic map is given by,
xn = 1− 2(xn−1)2 (3.1)
The logistic map is one of the simplest dynamical systems capable of exhibiting chaotic
behavior that is commonly used in spread spectrum applications. An example of a 512
subcarrier chaotic vector is represented in Figure 3.4.
Figure 3.3: Non-Contiguous Chaotic Waveform Generator in Frequency Domain
In cognitive radio and dynamic spectrum access network, a spectrum sensing engine is
required to sense the environment and find out the existence and locations of spectrum holes
in the band of interest. Subplot (a) in Figure 3.6 shows an example where three primary
users with different bandwidth exist in the band of interest. With such spectrum sensing
result, we generate a spectrum mask, as shown in Figure 3.6(b), which is essentially a fre-
quency domain window. We then apply this frequency domain window to the frequency
domain chaotic signal −→c to force the frequency samples at frequency bands occupied by














Frequency Domain Chaotic Vector
Subcarriers
Figure 3.4: Logistic Map: Frequency Domain Sequence
spreads over multiple non-contiguous frequency bands over bandwidth W . By taking the
inverse Fourier transform of such vector, we create a discrete chaotic signal
−→
C non−contiguous
which operates over all available spectrum holes and can be used for cognitive radio. It is
evident from Figure 3.6 that the chaotic waveform we create via this frequency domain
based non-contiguous chaotic waveform generator generates a chaotic waveform that oc-
cupies multiples non-contiguous spectrum bands and is suitable for an overlay cognitive
radio system to take advantage of multiple non-contiguous spectrum holes. Another pos-
sible method of creating a non-contiguous chaotic waveform, as shown in figure 3.5 is by
generating the chaotic vector in the time domain, then taking the FFT to convert it to the
frequency domain for notching out the frequencies that are being used by the primary users
and then converting it back to the time domain, thus generating the time domain signal of
non-contiguous chaotic waveform. In our proposed method shown in figure 3.3 we elimi-
24
nate the FFT step by simply considering the chaotic waveform as a frequency domain based
spreading sequence.
Figure 3.5: Non-Contiguous Chaotic Waveform Generator in Time Domain
After feeding the discrete chaotic signal
−→
C non−contiguous through the low pass filter,
the continuous chaotic signal Cnon−contiguous(t) is generated. Employing the continuous
chaotic signal Cnon−contiguous(t), we can now generate a chaos communication system suit-
able for cognitive radio applications. Specifically, by employing binary chaos shift keying,
the transmitted signal corresponds to
s(t) =
 +Cnon−contiguous(t) if b = 1−Cnon−contiguous(t) if b = −1 (3.2)
b is the binary digital data.
At receiver side, a chaotic waveform matched filter receiver can be used to decode the




r(t) · Cnon−contiguous(t) > 0
−1 otherwise
(3.3)
This non-contiguous chaotic carrier signal as shown in Figure 3.7 will only be trans-
mitted over intended spectrum holes and avoid interference with the primary users.
25

























Non−Contiguous Frequency Domain Chaotic Spreading Sequence
Subcarriers
Figure 3.6: Non-Contiguous Frequency Domain Chaotic Signal
3.3 Correlation Analysis
One of the most important characteristics of PN sequences is its auto-correlation proper-
ties. At the receiver, the received signal is mixed with a locally generated PN sequence.
This must result in maximum auto-correlation, or signal strength at the point of synchro-
nization for the best decision to be made on the incoming signal. Figure 3.8 shows the
auto-correlation of a length 512 logistic map chaotic sequence. As shown in the figure, the
chaotic waveform provides an auto-correlation close to an impulse. Such auto-correlation
make chaotic waveforms ideal for secure spread spectrum communication applications.
Another desired property in PN sequences is minimum cross-correlation. In a spread-
spectrum system with multiple users, when the received signal is mixed with the locally
26












Non−Contiguous Chaotic Time Domain  Vector
Time
Figure 3.7: Non-Contiguous Chaotic Time Domain Signal
generated PN sequence, it must result in minimum signal strength. This would ensure the
receiver would be able to differentiate between the transmitted PN sequence and other PN
sequences of other users. Figure 3.8 shows the cross correlation of two separate chaotic se-
quences is and a cross-correlation close to zero, when using one chaotic map using different
initial conditions. In the following section, we demonstrate that the proposed frequency do-
main processing based chaotic waveforms also maintain these desired auto-correlation and
cross-correlation properties.
Figure 3.9 illustrates the auto-correlation and cross-correlation of the same logistic
chaotic sequence after the spectrum mask has notched out certain subcarriers which are be-
ing used by primary users. Figure 3.10 shows the auto-correlation and cross-correlation of
the non-contiguous chaotic waveform after performing the inverse Fourier transform. It is





















































Figure 3.8: Correlation Properties of Logistic Map Chaotic Sequence









































































































Figure 3.10: Correlation Properties of Non-Contiguous Waveform after IFFT
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3.4 BER Analysis
In this section we analyze the BER performance of the proposed non-contiguous chaotic
communication system.
3.4.1 BER in AWGN Channel
There are two approaches to calculate the BER performance of chaotic communication
system in the literature. The first method employs Gaussian approximation to approximate
the power of multiple access interference (MAI) in a multi-user chaotic communication




2], K is the number of users,
N is the length of the spreading sequence. Assume all K users have equal average transmit
power Ps then Eb = βPs and No is the variance of the noise. As stated in [19] [20], the



















However, when the length of the chaotic sequence employed in the chaotic commu-
nication system is small (e.g., less than 10), the Gaussian approximation is not accurate
enough. Hence, an exact BER analysis method has been proposed in [6]. First, they ob-
tained an exact Gaussian mean and variance while considering the spreading and the bits
used by the other users. Also, the full dynamics of the spreading and on the bits are used
to uncondition the result to obtain the exact BER. This is obtained as an N-dimensional
integral over independent invariant distributions of the chaotic spreading [14].
Since the non-contiguous chaotic waveform is naturally combined with an overlay
cognitive radio, the secondary user employing the non-contiguous chaotic waveform does
not cause interference to the primary users, nor experiences interference from the pri-
mary users. Hence, the BER performance of the proposed frequency domain based non-
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contiguous chaotic communication system stays the same as traditional chaotic commu-
nication system and both existing methods can be applied depending on the length of the
chaotic sequence in the system.
Figure 3.11 shows the simulated BER performance of a single user system using a
Logistic Map with a spreading sequence of 512 in an AWGN channel with three primary
users coexisting on the band of interest. The spectrum usage map is shown in Figure 3(a).
As expected, the BER performance of the proposed system suffers about 3dB performance
loss to a BPSK system in an AWGN channel. This is because chaotic sequences, unlike
m-sequences and gold sequences which are binary in nature, are the inherently non-binary
sequences. Specifically, this loss in performance is due the fact that in any given bit pe-
riod the energy per bit could be very low, causing an error in correlation at the receiver.
This performance loss can be compensated by employing a normalized chaotic waveform
operation which forces the chaotic sequence to +1 and −1. This result is confirmed by
the simulation shown in Figure 3.12. However, the performance gain shown comes with
less security advantage. This loss in security is due to the fact that, after a while an enemy
can sense a signal being transmitted with the binary sequence +1 and −1. The chaotic
sequence loses a little of its noise like properties, thus reducing the security advantage.
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Figure 3.11: BER Performance of Unnormalized CPSK

































Figure 3.12: BER Performance of Normalized CPSK
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3.4.2 BER in Multipath Fading Channel
Here we examine the BER performance of the proposed system in multipath fading chan-
nels. The chaos generator is a logistic map with a spreading sequence of length 256. A
two-path rayleigh fading channel model is employed where the second path is uniformly
distributed among [0, T ]. The non-contiguous chaotic waveform is generated and a binary
chaotic phase shift keying (CPSK) modulation is applied. At receiver side, a Maximum
Ratio Combining (MRC) is employed to exploit frequency diversity across all the spec-
trum holes. The BER versus SNR curves are shown in Figure 3.13. It is evident that the
proposed non-contiguous chaotic cognitive radio system is capable of exploiting frequency
diversity in a multi-path fading channel and thus offering better BER performance.


























Rayleigh Flat Fading Channel
Two−Path Rayleigh Fading Channel(MRC)
Figure 3.13: BER Performance of Normalized Chaos in different Channels
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3.4.3 BER for Multiuser Scenario
Since, chaotic sequences have good auto-correlation and cross-correlation properties, they
are good candidates for spread spectrum applications. Specifically, a set of chaotic se-
quences with good cross-correlation properties can be used in Multi Carrier Code Division
Multiple Access (MC-CDMA) systems. We suggested earlier that chaos spreading se-
quences are ideal for multi-user scenario because of the theoretically infinite sequences
that can be generated by just changing the initial condition of the chaotic iterative function.
Conventional binary sequences like m-sequences and Gold sequences have only a finite
number of separate sequences that can be generated. In a multi-user chaotic system, gen-
eration of different spreading sequences would be very easy with just one chaotic function
at the transmitter and regenerated at the receiver. Figure 3.14 shows two chaotic sequences
generated from one chaotic function using initial conditions very close to each other. We
can see that these sequences diverge exponentially after the first few iterations.




















Figure 3.14: Logistic Map: Sensitivity to initial conditions
In Figure 3.15 we have the results of using chaotic spreading sequences in a K user
MC-CDMA system. The unique spreading sequences of both users are generated with a
Logistic Map with different initial conditions. The non-contiguous chaotic waveform is
generated and a binary chaotic phase shift keying (BCPSK) modulation is applied. As
illustrated in Figure 3.16, when the number of users on the system increases, the perfor-
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mance degrades. Yet, the possible number of sequences, or users on the system, is infinite
with chaotic sequences as compared to a set of orthogonal codes. This gives chaos a much
better multi-user capability, when several users are required on the system.































Figure 3.15: BER Performance of Multiuser Chaos in AWGN Channel
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CDMA using Chaos Sequences
CDMA using Orthognal Codes




In this section, we extend our previous work to further enhance the security features of the
system. Specifically, by implementing a polyphase carrier interferometry (CI) spreading
code set along with chaos sequences, we create a chaos waveform that not only occupies
non-contiguous bands but offers more noise like characteristics and lower probability of
detection/interception. Simulations show that the proposed system maintains good BER
performance under various channel conditions and multiuser scenarios. Furthermore, we
demonstrate that the system is more secure and has a lower probability of interception
compared with systems with binary chaotic sequences.
We have implemented a Non-Contiguous Polyphase system, in which the kth user’s
transmission is given by
sk(t) = bkck(t) (4.1)
where bk is the kth user’s information symbol (±1), and ck(t) is the kth user’s NC binary









where, N is the length of the chaotic spreading sequence; βik is the i
th value of the kth
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user’s binary chaotic spreading sequence given by (±1); i∆f is the frequency position of
the ith carrier component usually given by ∆f = 1/Ts, where Ts is the symbol duration
to ensure carrier orthogonality; and p(t) is a rectangular waveform of unity height which
time-limits the code to one symbol duration Ts.
While this non-contiguous chaotic system has low probability of interception due to
the inherited security of the chaotic sequence (since the interceptor needs perfect infor-
mation on the chaotic signal generator and its initial condition to intercept the signal), the
generated chaotic signal has binary phase. To increase the security of the system by making
the signal more noise like, we propose to employ a complex polyphase carrier interferom-
etry(CI) spreading sequence instead of binary spreading sequence. By doing so, the newly
generated chaotic signal is evenly distributed all over the phase space, making its probabil-
ity of detection much lower.




































Figure 4.1: Phase Space of Chaos Sequences vs. Polyphase Chaos
This increased security is shown in Figure 4.1 by comparing the signal phase space of
original chaotic waveform and that of the proposed polyphase CI chaotic waveform. The
kth user’s spreading code corresponds to
{β(k)1 , β
(k)
2 , .., β
(k)

























Figure 4.2 illustrates the proposed Polyphase Chaotic cognitive radio communication
system. As shown in Figure 1, the binary data b(t) is multiplied with the chaos waveform
c(t) and CI code β(t) before modulation. At receiver side, a correlator receiver performs
correlation of received signal r(t) with the chaos waveform c(t) and CI code β(t). The
uniqueness of this chaos cognitive radio communication system is the frequency domain
based chaotic waveform generator.
Figure 4.2: Frequency Domain Processing Based Polyphase Chaotic System
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Figure 4.3: NC Polyphase Chaotic Waveform Generator
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4.2 Correlation Analysis
As we stated earlier, one of the most important characteristics of PN sequences is its auto-
correlation properties. At the receiver, the received signal is mixed with a locally generated
PN sequence. This must result in maximum auto-correlation, or signal strength at the point
of synchronization for the best decision to be made on the incoming signal. Another desired
property in PN sequences is minimum cross-correlation. In a spread-spectrum system with
multiple users, when the received signal is mixed with the locally generated PN sequence,
it must result in minimum signal strength. This would ensure the receiver would be able to










































Figure 4.4: Correlation Properties of NC Polyphase Chaotic Sequence
Figure 4.4 shows the auto-correlation and cross-correlation of the NC-Polyphase Chaotic
waveform. As shown, the Polyphase Chaotic waveform provides a auto-correlation close
to an impulse and a cross-correlation close to zero. The cross-correlation shown is that of
two separate chaotic sequences from one chaotic map using different initial conditions.
Figure 4.5 illustrates the auto-correlation and cross-correlation of the same Polyphase
Chaotic Sequence after the spectrum mask has notched out certain subcarriers which are
being used by primary users, as well as performing the inverse Fourier transform. It is
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evident from both Figures that the desired auto-correlation and cross correlation properties
are maintained after the conversion from frequency domain back to time domain. It is
evident from both Figures that the desired auto-correlation and cross-correlation properties
of proposed frequency domain processing based Polyphase waveforms are maintained after












































Figure 4.5: Correlation Properties of NC Polyphase Chaotic Waveform after IFFT
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4.3 Bit Error Rate Performance
In this section we analyze the BER performance of the proposed non-contiguous chaotic
communication system.
4.3.1 BER in AWGN Channel



















 1 if b = l0 if b ̸= 1 (4.6)
Since the non-contiguous Polyphase Chaotic waveform is naturally combined with
an overlay cognitive radio, the secondary user employing the non-contiguous waveform
does not cause interference to the primary users, nor experiences interference from the
primary users. Hence, the BER performance of the proposed frequency domain based
non-contiguous Polyphase Chaotic communication system stays the same as a contiguous
Polyphase Chaotic communication system and both existing methods can be applied de-
pending on the length of the chaotic sequence in the system. This result is confirmed by
the simulation shown in Figure 4.6.
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Figure 4.6: BER Performance of Single User Polyphase Chaos in AWGN Channel
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4.3.2 BER in Multipath Fading Channel
Here we examine the BER performance of the proposed system in multipath fading chan-
nels. The chaos generator is a logistic map with a spreading sequence of length N = 32. A
two-path rayleigh fading channel model is employed where the second path is uniformly
distributed among [0, T ]. The non-contiguous chaotic waveform is generated and a binary
chaotic phase shift keying (CPSK) modulation is applied. At receiver side, a Maximum Ra-
tio Combining (MRC) is employed to exploit frequency diversity across all the spectrum
holes. The BER versus SNR curves are shown in Figure 4.7. It is evident that the proposed
non-contiguous CI/Chaotic cognitive radio system is capable of exploiting frequency di-
versity in a multi-path fading channel and thus offering better BER performance.






























Rayleigh Flat Fading Channel
Two−Path Rayleigh Fading Channel(MRC)
Figure 4.7: BER Performance of Normalized Chaos in different Channels
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4.3.3 BER for Multiuser Scenario
For multiuser communication there are two separate the Polyphase Chaos sequences were
implemented. In the first method, each user transmits on the same band at the same time
but are distinguished by a different code sequence. By this we mean that each user is
using a different chaotic sequence, generated by the Logistic Map, using different initial
conditions, combined with the CI code from the DFT matrix, where each user’s code is a
row of the DFT matrix.Figure 4.8 shows the performance of this method Polyphase Chaotic
in a multiuser scenario.



































Figure 4.8: Method 1: Multiuser Polyphase Chaos in AWGN Channel
Figure 4.9 compares Polyphase Chaos method one, with regular Chaos spreading
sequences for K = 2 and 4. We can see a slight improvement of about 0.5dB with the
Polyphase Chaos. This is another added advantage from the previous section.
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CI/Chaos K = 2
Chaos K = 2
CI/Chaos K = 4
Chaos K = 4
Figure 4.9: Multiuser BER Comparison of Polyphase Chaos vs. Chaos in AWGN
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Another method that we implemented, uses the same chaotic sequence for each user
on the system and a different CI code layered on top. Since CI codes are orthogonal, we
can force this Polyphase Chaos code to be orthogonal as well. By doing this, we maintain
the security features of method one, while dramatically improving the BER performance of
the Polyphase Chaos system. Figure 4.10 shows the performance of the Polyphase Chaos
using method two. We can see that the performance of the users does not change, because
of the orthogonal nature of the Polyphase Chaos codes.































K = 16 Users
Figure 4.10: Method 2: Multiuser Polyphase Chaos in AWGN Channel
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4.4 High Security Analysis
In our previous work, we mentioned the security advantages of using chaos spreading se-
quences. We can also now claim that adding a phase shift to the noise-like chaotic behav-
ior, we can increase the security much further. We have done so using CI codes in this
paper. We can show this increased security by trying to decode our signal using a set of
Hadamard-Walsh codes.

























Figure 4.11: Cross Correlation of Walsh with Chaos
Using length N = 64 Hadamard-Walsh Codes, we found all the possible cross-correlations
with a length N = 64 and K = 64 users on the system. We can see in Figure 4.11, that the
cross-correlations of all the possibilities are below 0.4 except for one possible user with a
high correlation of 0.7. Now, implementing the CI code along with the Chaotic sequence,
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Figure 4.12: Cross Correlation of Walsh with Polyphase Chaos
as shown in Figure 4.12, we see that all the possible cross-correlations reduce to below 0.4.
This increase in the security of the system and much harder for the enemy to decode the
signal.
Mean V ar Max
Chaos 0.0020 1.0938 0.6875
CI/Chaos 0.0020 0.6847 0.3878
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CONCLUSION
In this thesis, we combined the benefits of a chaos communication system with the ben-
efits of cognitive radio technology to create a robust, highly secure, and flexible chaotic
cognitive radio system. We first begin with a short survey of chaotic communication and
cognitive radio technology. Then we compare chaotic waveforms to other conventional
PN sequences and show its superiority in security and multiuser capabilities. We then
propose a novel frequency domain based chaos communication system that is capable of
operating over multiple non-contiguous frequency bands. Furthermore, we analyze the per-
formance of this system in different channel models and in multiuser scenarios. Finally, we
implement carrier-interferometry sequences along with the chaos sequence to increase the
security and performance of the system. Simulation results over various channel conditions
confirm the effectiveness of the proposed system.
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